Merchant Security Checklist

(Updated: May 29th, 2008)

Note: This is not intended to be a complete PCI-compliance checklist. It is

intended to cover the most critical, real-world aspects to securing the POS
environment and protecting merchants. In the event of a compromise and

subsequent security audit, the merchant will be checked for complete PCI

compliance.

Color Code: Vital Urgent

Yes | No | Not Applicable

POS System

POS Network

The POS network is separated from the rest of the merchant’s network.

All wireless devices on the POS network use WPA or WPA2.

Firewalls and routers are configured to have remote management disabled.

Default passwords have been changed on all POS networking equipment.




Yes | No | Not Applicable

Accessories

All PIN Entry Devices are Visa or PCl PED Approved (See:
https://www.pcisecuritystandards.org/pin/)

Remote Access

Remote access software is turned off by default and enabled temporarily when
needed (Not necessary with LogMeln).

Software Management

If Windows is used, the system has been updated to use Microsoft Update
instead of Windows Update (See: http://update.microsoft.com). This will allow it
to update other Microsoft products such as Office and SQL.

Other software security patches are kept up to date (i.e. Mac OS, Linux).

User Management

Default user accounts have had their password changed from the default on all
software, including the POS system and remote access software.

Users have unique logins to the POS environment.

User accounts are disabled or deleted after the employee leaves the company.




Yes

No

Not Applicable

Merchant Education

Merchant PClI Validation




